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4.1

4.1
4.1

4.1

a.1.

4.1

nsaitlosfuaiatne (Firewall) $1uau 1 yn Snndnuaadiafosdsi

1 Hugunial (Hardware Appliance) A aBnuuLIL 8 MI Next Generation
Firewall Totany

2 i Firewall Throughput Bitfasnin 50 Gbps

3 sivondeusdainieuns (Network Interface) wbu Gigabit Ethernet (R)-45) wa
10/100/1000 Base-T #ia@nin duusmlivasni 16 409

4 ileoadousawniatne (Network Interface) wuu 10 Gigabit Ethernet wuu SFP
wiefind1 Snnuinlideendn 8 ¥aa wiaulimawuu 10GBase-SR wiafinin Litiae
A 6 e

5 ‘z"-e‘N‘i’Ufﬂ‘iL%%)&l&iaw%'é]:;l‘] AU (concurrent session ¥ concurrent connection)
Ielidaenda 15,000,000 sessions/connections wazina3umavi ausalmi (now
session per second W38 new connection per second) @ty aenin 400,000

sessions/connections per second

6 993%U IPSec VPN throughput geaabiiasnt) 20 Gbps
; 4 .
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4.2

4.1.10

d4.1.11

4.1.12
4.1.13

4.1.14

4.1.15

4.1.16

4.1.17

4.1.18

a4.1.19
4.1.20

4.1.21

4.1.22

4.1.23

annandhsaiiansdsdoyaseisnng ven Inelldismadsduu 30ES/ALS
IPSec VPN wag SSL VPN iiieariasadslumsindaainszoglnald
annsaidausia SSL VPN 99ntATee Client litfas i 1,200 users wioudvans
Tunsldau Tngsessunisiauvanaios Client fildssuvUftiing Windows,
MacOS, Linux, i0S wag Android Wuatnaiae
ansanssasukazieatunsynnguuuusheg aaes fil Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop
Attack, Land Attack, IP Fragment, ICMP Fragment 161

@NU150vIN1SAIMUA 1P Address wa g Service Port LUY Network Address
Translation (NAT) uag Port Address Translation (PAT) le1
@1u130v191ulugULuUYed Network Address Translation (NAT) %158 Routed
Firewall uaz Transparent Firewall el Tuegnies

A8150%0 Routing luUU Static Routing waie Dynamic Routing wiin RIP waz OSPF 191
@ININASI Firewall Policies HeaufusEwIng IP Address, User, NAT, Security Profite
muls Firewall Policies Tudaidenmula

annsovitailudnues Virtual Domain w38 Vitual Frewall wia Virtual System 161
atinaes 10 Virtual Domains/Firewalls/Systems

5993UMIATIde UL 1T (User Authentication) fugmsdayagldmeludigunsel,
f:ﬂ‘ﬂu RADIUS, @Tl*ﬂu LDAP waiz SSO (Single Sign On) Ay Windows Active
Directory uaz RADIUS lalluatnaties

AINUIMFIRNTRUNTAIULR T HTTPS wie SSH Tathiataten
3993UN13 Sync Time Ausruu NTP Server 1a

anusaiulasessavid sauarninaaount sl (Logging/Monitoring)
Tuguuuy Syslog o

ausnldnunuInesg 1Pve o

$895UN5YINaULUL High availability Fawuy Active-Standby waz Aclive-Active
W32 Clusterine

11 Power Supply Wuu Redundant Inavinauuy Hot Plug waa Hol Swap $71au
Lidasndn 2 v

Q}‘Uﬂ'miv'fmuacffaqﬁ undniueiie aﬂu Leaders Quadrant 393 Gartner Magic
Quadrant for Network Firewalls T 2022 wiatlaen

ansafasilug Rack wnmagiu 19 i 1k

gunsniUasiuuazAsRdUNITYNIN (IPS) wionussuunsea Unsaldmsuuivisinnng
Suau 1 ga dinadnunizatnnland il

4.2.1

Wugunsad (Hardware Appliance) fiaanuuuindiatfaitunistagnmaaiating
(Intrusion Prevention Systom)%mmww warlantuanuyme Unified Threat
Managerment (UTM) /

A

q S ,
, Wiy A L
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4.2.2
4.2.3

4.2.4

4.2.5

4.2.6

4.2.7

428

4.2.9

4.2.10

42.11
4.2.12

4213
4.2.14

4.2.15

4216 &

a4z

anunsayihaulalulyg Passive waz In-line wiaini

dau150051330T 5 n1sungnuardasduiaiain gleagnafnusail Signature

matching, Protocol/Packet Anomalies, Statistical anomalies D) Application

anomalies, Overflow, Worm, Virus, Backdoor Prograrm, Trojan Horse, Port

Scanning, Spyware, Packet Analysis, DoS, DDoS

annsnvnnulasgiaios 5 Segments Tu IPS mode

Toudeusaindetie 10Gigabit Ethernet uwuy 106Base-SR viadndn laitlpandn 4

W89 waziiveadausawnsedrowuy 10/100/1000 Base-T W3a Gigabit Ethernet

(RJ-45) w3oani1 litesnin 8 1e4

fifpniousaniovisdmivuimsdanisaunssiuvy 10/100/1000 Base-T 3a

fina Litlewndn 1 %09

Hirnanialunisnsadu (Throughput) biiesnin 5 Gbps

9995 U Concurrent Session M5 8 Concurrent Connection Loty d'aun a1

12,000,000 sessions/connections waysaaiumsdsenudayalalitiasnit 400,000

sessions/connections #a3u

Lﬁl%)E-J.Uﬂi{‘tjlﬁﬂﬂQJ,VI’]ﬂ’]il’l‘iﬂﬁ’l&‘ﬁulﬁ@&i'mﬁi@lﬁm (Bypass Traffic) loeaasdayeyn

In-Line Mode annsniuditayalaniuung

FDITUNTVIN SSL Inspection w3a SSL Decryption Timduazneen Tnoseasy

Throughput dwiu SSL Traffic (2k key) gagasmlsivoenin 3.5 Gbps

aansaiiuiiag 1P wanUasuludatay@ian (Blackist) ldmhonuies

ansansIuiuAnA (Threat Intelligence) lmsanninindrgiudayanuvu

saviladdmiuniinsiadu w%ﬁfamiaﬁwxumfméu”?éamwmﬁwamgiuﬁaa‘;mrl

fndslugunanidmiunmamsnfunuuesulal uasdsasasiumansradunuusig

ﬁ’ﬁﬁu Botnet, Command & Control (C&C), Web reputation #38 Malicious URL

wae P reputation Wiuetnaan TasannsnauesUnsaliiuduiielannsoils

AWNTUTMTIANTRUATUIRLINATI HTTPS w39 SSH Ieiflusdnatiay

arssaiusazd9eazd eanarnIIIdaunsl i (Logging/Monitoring)

Tuguuuy Syslog I

annsoldnuanesgu Pve 1a

i1 Power Supply Ly Redundant Toevianuuuy Hot Plug wie Hot Swap $au1

Livlaunin 2 wie

Hsguuniegunsnidmiuuanisinnis wiu | g inudnuue athatiossail

1) Wusruu (Soft Appliance %32 Virtual Appliance) w3 pauUnsal (Hardware
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4.5
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gunsalnszanedyyradmiuielwlsitugunsel (PoE Switch) $1uau 5 ga wiawinil

Aoy aenatiodail

4.4.1  Tdnwmznisvinulifesnin Layer 3 989 OSI Model

4.4.2  iwn Switching Capacity Wia Switching Bandwiclth lifasni 128 Gbps uaxil
Forwarding Rate %3e throughput liitiasnia 95 Mpps
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a.4.12 awnsadadioya Log Hle Tuguwuu Syslog lhbhed ey

0.4.13 @30y Automation TaifusavidwISTpgmd Uy NETCONF wia YANG
wag Python Wiluaenatio

4.4.14 awnsoldanummnnasgiu IPve o

4.4.15 i1 Power Supply LUy Redundant Taavinamuuuy Hot Plug %38 Hot Swap 3717
Laidaendt 2 e

4.4.16 wnmafesalug Rack wwsgiu 19 i 1

aunsalnszaredyminuuin 48 401 dwiu dan. 112 3w 12 99 wiazyeil

ﬂmé'ﬂmuwsj'mﬁasjéf\ﬁj

451 Hdnwesnmsianulivesnin Layer 2 va9 08 Model

452 i Switching Capacity W3 a Switching Bandwidth la/'asn11 100 Gbps wasil
Forwarding rate Wia Throughput litiesnin 75 Mpps

453  iidawnidiensaszuumiadng (Network Interface) wut 10710071000 Base T w5e
#nin dnbiviesndn 48 daa

454  isadousiasruuaiens (Network Interface) WUy Gigabit SFP wiafnd1 s
laivimanin 4 a3

¥
& Ser
W
/\~;7»f t{;rv 18 Oyl/
(samamsiing gnle)

ﬁ’n%’mm‘muﬁﬂu%jwtunn
s mving




4.6
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4.8.1
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\usgntiay

fidvans nsasnvaeugunanid uiud eussluszuuindarausag RADIUS,
Authentication, Authorization, Accounting, IEEE 802.1 X, MAC Authentication
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